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Introduction:
Model Checking

Why Model Checking? — Errors might be costly ...

Toyota Camry (2010): Software Mars Polar Lander (1999): The spacecraft failed to phone
glitch found in anti-lock braking home after its attempted landing at the planet's south pole
system. on December 3, 1999. The crash was caused by a flaw in

Loss: Over 185.000 cars recalled.  the code which generated spurious signals when the craft's
legs were deployed during descent.
Loss: $112 million.
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Introduction:
Probabilistic Model Checking

Can | check that my airbag will
deploy on time?

A

>
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Complex system ...

Time constraints ...
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Introduction:
Probabilistic Model Checking

What can we do?

Model of the System :

Airbag %
YES,NO
Model Checker f/\@
‘-\\\M/
Property :

%

Airbag will always
deploy on time
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Motivations

Can the robot R reach the red squares in less than 2 seconds and stay there forever?
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Specifications

Metric Temporal Logic Formula

O [0,2] [] (Rfjr_’i_Z(}RE‘)
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Model

Single cell of

the grid
« p1 is the probability of moving up;
pl
« P2 is the probability of moving right;
& 4 p2 . i . .
i{' :> | P A : « p3 is the probability of moving down;
na « p4 is the probability of moving left; and
{ p3 . 1/\ is the average residence time.

§ UNIVERSITY OF MarCO DICIO”a




Continuous-Time Markov Chain

C = (S,APL,q,P,E)

. S is a finite set of states;

« AP is a finite set of atomic propositions;
. L is the labeling function;

o a is the initial distribution;

. P Is a stochastic matrix; and

« E is the exit rate function.
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Model Checking Problem

Pr (Robot = MTL formula) = ?

Marco Diciolla




MTL
Syntax

pu=p| | o1 A e | p1Urpa,
with p € AP, I = [a,b] with a,b € NU {oo}and 1, o are MTL formulas.

Time-Bounded Semantics

(p:t) Ep < pEL(PQ)ANLLT

(p:8) = < (pl) F e

(b t) Epinps & (pt) E 1A (p1) =

(p, 1) E o1 Urpg &S W t<t'<Tst.t/—telAN(pt)Eps A

V"t <t' <t = (p,t") E ¢
where p € AP and ¢y, py are MTL formulas.
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MTL : Example

p=alUpygb = True

v

— — T

0 2.1
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MTL : Example

p=alUpygb —> True

v

1 — T

0 3.6
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MTL : Example

Y = a U[g}‘;l] b —> False

v

1 — T

0 4.8
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Time-Bounded Verification of MTL

The main algorithm is composed of 6 steps:

1) Bound the number of jumps N in the interval of time [0,T] in order to get the
desired error
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Time-Bounded Verification of MTL

The main algorithm is composed of 6 steps:

1) Bound the number of jumps N in the interval of time [0,T] in order to get the
desired error

2) Transform the MTL formula ¢ in the untimed LTL version ¢'
(to reduce the complexity of the model checking algorithm)

3) Construct the NFA automaton A, out of ¢' and build the product CxA(p.

4) Search all the discrete paths o in (Cqu).)1 of length at most N and for
each of those, generate the set of linear inequalities S

5) Calculate the probability of o under the constraints in S

6) Sum up all the probabilities
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1) Bounding the number of jumps

In a finite interval of time [0, T] there might be an arbitrary number
of jumps in the CTMC.

How many jumps can
we have in T?

1
start 3 8
ro I’l
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1) Bounding the number of jumps

1.1) Pick a time bound T and the error bound ¢;

1.2) Choose N such that :

1
N > ATe? +1ln| =

€

where A is the maximum exit rate of the CTMC.

Intuition: If N satisfies the inequality above, then the error
produced by truncating the Poisson series is
smaller than .
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2) Transform the MTL formula ¢ in the
untimed LTL formula ¢'

p=p = ¢ =p

Q=P = $ =P
o=p1Vps = sozgo}vao;
p=p1Np2 = @ =@ Apy
¢ =p1Urps = %0!:%01U902 |
¢ = Urpq = = TRUE U g

where ¢ and ¢y are MTL formulas and ¢, and ¢, are LTL formulas.

Intuition: If a path does not satisfy the untimed LTL
formula, then it does not satisfy the timed
MTL formula.
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3) Construct Ay and build CxA,,

- Construct A, : Vardi-Wolper construction for LTL
- Build CxA(p. ;

C® Acp’ = (Loc, ly, Locy, ~~) where :

« Loc = 85 x ();

- lp = (50, %0);
« Locg = 5 x F
+ ~~C Loe x Loc s.t.

P(s,s') }thﬂg’

(s,q) ~ (', q)
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4) Set of linear inequalities S : Example

to t1 to
J_SOH51—>S‘)H<‘33
— GU[LQ]b
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4) Set of linear inequalities S : Example

to t1 to
g = 59y ——* 851 —* 59 — 53
¥ = aU[l,Z]b
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4) Set of linear inequalities S : Example

to t1 to
J_SOH51—>S‘)H<‘33

¥ = aU[l,Z]b

start $
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5) Calculate the probabillity of o under S (o[S])

Pr(o|S]) = FE(so)P(sp,s1) - E(s1)P(s1,s2) E(s2)P(s2,s3)
j‘ ‘]' J"S 8—(E(SD)TD*E(31)T1 *E(Sg)?‘g)d?_od?_ld?_g

to t1 to
g =5y —+ 81 — 59 — 53

to + t < 2
Tt + ty + tg > 17
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5) Calculate the probabillity of o under S (o[S])

Pr(o[S]) = Volume Convex Polytope

“A Laplace transform algorithm for computing the volume
of convex polytope”, J.B. Lasserre and E.S. Zeron. J.
ACM, 48(6):1126-1140, 2001.
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6) Sum up all the probabilities

Pr (Robot = MTL formula)

2 Pr(o[S]

o length
most N
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Summary

 First MTL verification algorithm against CTMC
 MTL verification is hard

« MTL verification problem reduced to constraint generation
and volume computation

Future work:
 Detailed complexity analysis

* Implementation in PRISM and extension to time-unbounded
verification
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Thank youl!!

Any Questions?
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